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Data Processing Agreement (“DPA")
BEFmEE ("DPA")

This Data Processing Agreement (DPA) is effective on the Effective Date made between WiseTech Taiwan
and Customer, each as defined on the Execution Page and each a Party and together the Parties.
ABEFERIEHE (DPA) RERBIESEBEZMEF CH4EY. HNEEBEZMEFNERFREER, 588
HBNEFEABERTABA —H", aBAER",

This DPA supplements the Maintenance Agreement or Leasing Agreement between WiseTech Taiwan and
Customer.

A DPA ZHEEBHENEF MK GRIFMESHE) 2 CRIREAEHE) IExE.

This DPA replaces any prior terms and conditions on the same subject matter that have been agreed between
the Parties, including any terms contained in the System Maintenance Agreement or System Leasing
Agreement.

7 DPA ERRUEE 5 e apt B — R ER A M ERFEE. B RHESHSZ N RRHHEHE PHEAERK.
For the purpose of this DPA, the Customer is the data exporter and WiseTech Taiwan is the data importer.
R/ADPAZBH, ZEFIEMRLS, GEZSXEEHEKS.

In circumstances where the Customer is domiciled in Taiwan, or is not domiciled in Taiwan but uses means to
process the personal data in Taiwan, the Customer is required to comply with the Taiwan specific data
transfer and processing requirements set out in Annex IV, as read with the provisions of this DPA. Z5R%& F A
EMASE BMAESEEUELENZESEETEAABNERE ZFFUAMRZA DPA REMRBEILEFHEF IV
T RTEl B E B FHER AR IER .

SECTION |
FE—ES

Clause

186115
Purpose and scope HHIF&EE

(a) The purpose of these standard contractual clauses is to ensure compliance with the requirements of
Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the
protection of natural persons with regard to the processing of personal data and on the free
movement of such data (General Data Protection Regulation) for the transfer of personal data to a
third country.

ELARAESLER N B MR EMRETRNEE RIEEZN20165F4 A 27 At RE B R AT/ AEFHRIEFE
FHEstE B R M E A R12016/6795% &6 (—MEFHMREERAD ) .

(b) The Parties:
®h

i. the natural or legal person(s), public authority/ies, agency/ies or other body/ies (hereinafter
‘entity/ies’) transferring the personal data, as listed in Annex LA (hereinafter each ‘data exporter’),
and
MEHEFLASR RS, EHREABFHNBRASUEA. AEE, RERESEMIERE CUTRB'E
B2 (UTE—XFERBRABEHEREA") . MR

i. the entity/ies in a third country receiving the personal data from the data exporter, directly or
indirectly via another entity also Party to these Clauses, as listed in Annex I.A (hereinafter each
‘data importer’)

LA ETSIR), EEEEEEBELARBREIEN TS — 8 TEFRE T EREAER
HERE=BNERE UTE—ZZERBAEMELT" .
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have agreed to these standard contractual clauses (hereinafter: ‘Clauses’).
EREBTAGEE T HSEARELLMER (LUT B 15K .

(c) These Clauses apply with respect to the transfer of personal data as specified in Annex |.B.
AAERE A HA B | B AR AR SE OB A B KA (8.

(d) The Appendix to these Clauses containing the Annexes referred to therein form an integral part of
these Clauses.

AMEFREIM SR, BIEEPRIINMG BRAGERAOERERS .

Clause 2

HE2M

Effect and invariability of the Clauses

BT N RO A B 1

(a) These Clauses set out appropriate safeguards, including enforceable data subject rights and effective
legal remedies,pursuant to Article 46(1) and Article 46(2)(c) of Regulation (EU) 2016/679 and, with
respect to data transfers from controllers to processors and/or processors to processors, standard
contractual clauses pursuant to Article 28(7) of Regulation (EU) 2016/679, provided they are not
modified, except to select the appropriate Module(s) or to add or update information in the Appendix.
This does not prevent the Parties from including the standard contractual clauses laid down in these
Clauses in a wider contract and/or to add other clauses or additional safeguards, provided that they do
not contradict, directly or indirectly, these Clauses or prejudice the fundamental rights or freedoms of
data subjects.
AERRE T BENRERK, BERE (B8 2016/6795%1EHIFE46(IEFNEEA6(2)(cHERERIRT AT THY
BER RN R ERRURE . MR TS & mEIEER/SREEMLREENEFHERM SRR (B
) 2016/6795EMEBIE28(7) IR ERMFES RAIER, ELERIHEYR, EEEBEENRESZRMEE
S E ARSI, EA T IABEE G E R P AR EFIRLE S RGN A B EZ B9 & B A0/ B8 I KA R EL
FIRIEERE. RAECMTNEESEEEAERET B E B T RNESEN B M.

(b) These Clauses are without prejudice to obligations to which the data exporter is subject by virtue of

Regulation (EU) 2016/679.
RIERA R EBE R HRIR(BER) 2016/6795% 150 FEAIENERTE.

Clause 3

£ 3%
Third-party beneficiaries
E=ZHREBA
(a) Data subjects may invoke and enforce these Clauses, as third-party beneficiaries, against the data
exporter and/or data importer, with the following exceptions:
BERERATLUMEAEZTZRA, HEFRE A T/EEFHER A RS WITAMGER, BLTIERERS
i. Clause 1, Clause 2, Clause 3, Clause 6, Clause 7;
BUE. B2ME. F3ME. FH6ME. FH7ME
ii. Clause 8.1(b), 8.9(a), (c), (d) and (e);
#8.1(b). 8.9(a). (c). (d)Fn(e)fé :
ii. Clause 9(a), (c), (d) and (e);
%9 (@) . (c) . (d) # (e) f&:
iv. Clause 12(a), (d) and (f);
812 (a) . (d) # (f) &
v. Clause 13;
BI3ME
vi. Clause 15.1(c), (d) and (e);
8515.1(c). (d) #4 (e) 1%
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vii. Clause 16(e);
gE16(e)fE
viii. Clause 18(a) and (b).
25 18(a) #1 (b) 1%,

(b) Clause 3(a) is without prejudice to rights of data subjects under Regulation (EU) 2016/679
BI(@)ERATE (BER) 2016/67MEAIRERIE # EF8HEF)

Clause 4

RS

Interpretation

R

(a) Where these Clauses use terms that are defined in Regulation (EU) 2016/679, those terms shall have
the same meaning as in that Regulation.
INRAMEFKER 7 (BRE2)2016/675R &0 R EZRMMEE, SLEMEEEE HXIEFIFHENEE.

(b) These Clauses shall be read and interpreted in the light of the provisions of Regulation (EU) 2016/679.
AIEFRERE (BRER) 2016/6795R GBI E SR IZMEFNMRIE,

(c) These Clauses shall not be interpreted in a way that conflicts with rights and obligations provided for in
Regulation (EU) 2016/679.
AERAVEBRETFE (BX) 2016/6795& 58 E AIRER| IR 5 181E 58

Clause 5

%8515

Hierarchy

BEIRFF

In the event of a contradiction between these Clauses and the provisions of related agreements between
the Parties, existing at the time these Clauses are agreed or entered into thereafter, these Clauses shall
prevail.

IMRAGE BRI & 1 B S LR R RS B AT ORI E RV EME T B, BILAGE SRR A .

Clause 6

% 6 fF

Description of the transfer(s)

The details of the transfer(s), and in particular the categories of personal data that are transferred and the
purpose(s) for which they are transferred, are specified in Annex |.B.

HRAVIAE, LHEERMEABHOBERNFEROEN, M4 1B PARRE.

Clause 7

LA

Docking clause

HIEGHR

(a) An entity that is not a Party to these Clauses may, with the agreement of the Parties, accede to these
Clauses at any time, either as a data exporter or as a data importer, by completing the Appendix and
signing Annex L.A.

FEABEBGERENHNER, TAREENRAE, IEEAER FAEMREASEEKRS, BBES
B 850 Z MR L AN AN SRR

(b) Once it has completed the Appendix and signed Annex I.A, the acceding entity shall become a Party to
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these Clauses and have the rights and obligations of a data exporter or data importer in accordance
with its designation in Annex LA.

—BIEBM R HFMELA, MABRSRARERAENT, UZHMAILAIR T ERERE TS E LR
BURERIFNFRTS.

(c) The acceding entity shall have no rights or obligations arising under these Clauses from the period
prior to becoming a Party

AR E BRTER A 6K 1 Z 8T MBI A N ZE A AMEFR E M N R,

SECTION Il — OBLIGATIONS OF THE PARTIES
B BRI

Clause 8

8k

Data protection safeguards

BREHRERR

The data exporter warrants that it has used reasonable efforts to determine that the data importer is able,
through the implementation of appropriate technical and organisational measures, to satisfy its obligations
under these Clauses.
BEXRHAREELCRGES HER BRBRKH S AEBEEORMAEMERREITEERNEGIR TR
o

8.1. Instructions
=T

(a) The data importer shall process the personal data only on documented instructions from the data
exporter. The data exporter may give such instructions throughout the duration of the contract.

BFZR A EERBEARE NS EEREEEAER. BEREHRH T JERESYHAREHILERETR.

(b) The data importer shall immediately inform the data exporter if it is unable to follow those instructions.

IMRBFHEW T EABE LR BIL@MEHERLS.

8.2. Purpose limitation

B AFR

The data importer shall process the personal data only for the specific purpose(s) of the transfer, as set out
in Annex |.B, unless on further instructions from the data exporter.

BRIFRIBEFHRH A RE—S R, BFHRWARERMFBHRENFE SR B WREEAERF.

8.3. Transparency

Bk

On request, the data exporter shall make a copy of these Clauses, including the Appendix as completed by
the Parties, available to the data subject free of charge. To the extent necessary to protect business secrets
or other confidential information, including the measures described in Annex Il and personal data, the data
exporter may redact part of the text of the Appendix to these Clauses prior to sharing a copy, but shall
provide a meaningful summary where the data subject would otherwise not be able to understand the its
content or exercise his/her rights. On request, the Parties shall provide the data subject with the reasons for
the redactions, to the extent possible without revealing the redacted information. This Clause is without
prejudice to the obligations of the data exporter under Articles 13 and 14 of Regulation (EU) 2016/679.
HEK BEftRHIEMNEMIREBREAMEINEIER A% ESIMNE. ERERENERHE MRS
BAMLEHER, BEMEZELLAHEEREAER BEFERH R U Z &8 A Z BT iRE AR ER A9 882 3
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A EEEHIREAZBREATIITHEIENN, RBRE|#FEROHR. 82K EHEETERCHREEAN
AT, F|rRIGEMEMIERIRMRENRE. AMERNZEEFERHTIRIRE3E2016/67 95 A Z513FM AR AT
ERES.

8.4. Accuracy

et
If the data importer becomes aware that the personal data it has received is inaccurate, or has become
outdated, it shall inform the data exporter without undue delay. In this case, the data importer shall
cooperate with the data exporter to erase or rectify the data.
MREFHEW S BRI EBREABFAEEST B, HETE@MELRE ., ELELT, Bl
BB RER L S ELRIBRE A LB,

8.5. Duration of processing and erasure or return of data

BRIZHARR A R B I MIBR B

Processing by the data importer shall only take place for the duration specified in Annex |.B. After the end of
the provision of the processing services, the data importer shall, at the choice of the data exporter, delete
all personal data processed on behalf of the data exporter and certify to the data exporter that it has done
so, or return to the data exporter all personal data processed on its behalf and delete existing copies. Until
the data is deleted or returned, the data importer shall continue to ensure compliance with these Clauses. In
case of local laws applicable to the data importer that prohibit return or deletion of the personal data, the
data importer warrants that it will continue to ensure compliance with these Clauses and will only process it
to the extent and for as long as required under that local law. This is without prejudice to Clause 14, in
particular the requirement for the data importer under Clause 14(e) to notify the data exporter throughout
the duration of the contract if it has reason to believe that it is or has become subject to laws or practices
not in line with the requirements under Clause 14(a).

BRHEW ) FEE M BRENIIREITRIE. ERIERBERE, BERERABRBREFRD AEEE, Rk
KEREFRESRENAABEAEM. ETMEFREHIRACHERZER, SREAERE A REAREEENTA
BABEFERERBRARIA. EEFHEMEREERE A, BT ERAREETAEK. MREBTEHENS
MEMEEZ I FEBEREATR, BT REEFERETAGRK I HRESM AR EREE NI
IRARRIZEEF, SUAHESBIME FHEH4()EHERBKINEXR, NMREFERAAGFEZENCHEZE
AFEBE4()GEE R EEBIENFIR, BITESLHIRAEBMEF KL S .

8.6. Security of processing

RIEMREM

(a) The data importer and, during transmission, also the data exporter shall implement appropriate
technical and organisational measures to ensure the security of the data, including protection against a
breach of security leading to accidental or unlawful destruction, loss, alteration, unauthorised
disclosure or access to that data (hereinafter ‘personal data breach’). In assessing the appropriate
level of security, the Parties shall take due account of the state of the art, the costs of implementation,
the nature, scope, context and purpose(s) of processing and the risks involved in the processing for
the data subjects. The Parties shall in particular consider having recourse to encryption or
pseudonymisation, including during transmission, where the purpose of processing can be fulfilled in
that manner. In case of pseudonymisation, the additional information for attributing the personal data
to a specific data subject shall, where possible, remain under the exclusive control of the data exporter.
In complying with its obligations under this paragraph, the data importer shall at least implement the
technical and organisational measures specified in Annex Il. The data importer shall carry out regular
checks to ensure that these measures continue to provide an appropriate level of security.
EEHEES, BrHERKNHUREFRH N ERIRGEEORTAEREE MUERESNETSR, BEMLE
2MRRAEREISIEEWIE. BR. T, RERENBRESSRZEH UTHBEAEFRE") . &
FMEBEENR2RAIE, EHERBEEEBRMKE, Biols. EEMUHE,. SBE. TRMENURRIES
EhHERIRNRE. EHESEREAMES(LE, SRFEEEREES MREEBMAILUEBERE
HRER, EERILEMIERLT, EJRNELT, ARBEABMEBNSEESERNEENENERS
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TEEFREATNERZERZT. EEITARKRENESR, BEFHEKHRBED B IR EARMFE
Mg, BRBREETERRE, MEASLEHEBSBERMEEENR2MA.

(b) The data importer shall grant access to the personal data to members of its personnel only to the
extent strictly necessary for the implementation, management and monitoring of the contract. It shall
ensure that persons authorised to process the personal data have committed themselves to
confidentiality or are under an appropriate statutory obligation of confidentiality.
BRBRAEEET. BEMNEESMBHNRRERRNTHEIFASHBEAEN. HEMRRREE
RIZEABRIABCRAREIAREENEZEREBRS.

(c) Inthe event of a personal data breach concerning personal data processed by the data importer under
these Clauses, the data importer shall take appropriate measures to address the breach, including
measures to mitigate its adverse effects. The data importer shall also notify the data exporter without
undue delay after having become aware of the breach. Such notification shall contain the details of a
contact point where more information can be obtained, a description of the nature of the breach
(including, where possible, categories and approximate number of data subjects and personal data
records concerned), its likely consequences and the measures taken or proposed to address the
breach including, where appropriate, measures to mitigate its possible adverse effects. Where, and in
so far as, it is not possible to provide all information at the same time, the initial notification shall
contain the information then available and further information shall, as it becomes available,
subsequently be provided without undue delay.

MREFHEW A RBEAERRIZNEA B BEEEABRRE BB ERIRESHEERIZZ S ERHN

B SERRERREENNE, BN REEEHRIEBEEGE ETBEEMBMERRE .
ZBANECASEGESENANBHREENFMEN. HRBEUHENML (AT SEARER A
BEABFEEHAERFAREE) . HA B RURARABFLEMRRBGEERRRATER, SEESE
BIEA T AREE AT EMIREREIEE. TR ERRHEEHMEERNERLT, RVNENESS
BRI EGNER BREEGE—SENR EBEFSSHRTMIZHE.

(d) The data importer shall cooperate with and assist the data exporter to enable the data exporter to
comply with its obligations under Regulation (EU) 2016/679, in particular to notify the competent
supervisory authority and the affected data subjects, taking into account the nature of processing and
the information available to the data importer.
ZRIRIZMMENMERRR S JERHNER, BN BREFRH A SELRER, MUEEFEHRD
7eesiBsr (BX3E) 2016/679RIEHIRERES, FhlTBMIEHRERBNIVENER TR,

8.7. Sensitive data
BURMER

Where the transfer involves personal data revealing racial or ethnic origin, political opinions, religious or
philosophical beliefs, or trade union membership, genetic data, or biometric data for the purpose of uniquely
identifying a natural person, data concerning health or a person’s sex life or sexual orientation, or data
relating to criminal convictions and offences (hereinafter ‘sensitive data’), the data importer shall apply the
specific restrictions and/or additional safeguards described in Annex |.B.

MREES RIGRERBRIEIRE. BUAHE. REASTREMN. T8 EERNEAEH. EREASANM—
HA BRAAREDBR B, BRIERSEAMEENMERANEFESETIEEFMICFEERIES (T HEE
"BURRMEERY) | BRHEUC FEE R LB AT A B BEBR RN/ S AR MR IR HE B

8.8. Onward transfers
E—SEHR

The data importer shall only disclose the personal data to a third party on documented instructions from
the data exporter. In addition, the data may only be disclosed to a third party located outside the European
Union (in the same country as the data importer or in another third country, hereinafter ‘onward transfer’) if
the third party is or agrees to be bound by these Clauses, or if:

BFHRNT RERBEFRHE AN EER RIME 2T REREEAERM. k5t ABEFE=TIRESZISRESE
EFRFVREVIER T, FREASEFHRBERMNEBLSNE=ZTT/RE (EERHEY A ER—BERSEEME=RE, L
TEBE—SER) | SEMR
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i. the onward transfer is to a country benefitting from an adequacy decision pursuant to Article 45
of Regulation (EU) 2016/679 that covers the onward transfer;
E—SERIZETRIR(EER)2016/67REHI B ASEEHNA I MERENER, ZATHE T E—S
1

ii.  the third party otherwise ensures appropriate safeguards pursuant to Articles 46 or 47 Regulation
of (EU) 2016/679 with respect to the processing in question;
=1 R (BX3E)2016/67 91 B 5 AG I BB AT FE R ET MR BA BR IZHR @ & O RFEFEIE

ii. the onward transfer is necessary for the establishment, exercise or defence of legal claims in the
context of specific administrative, regulatory or judicial proceedings; or
ERFEITH. BERREERND, AL, TESMENEREIRALEETHE—SER 0 5

iv.  the onward transfer is necessary in order to protect the vital interests of the data subject or of
another natural person.

RTREEHIRIEMBRANVSNE, LRETE—SER.

Any onward transfer is subject to compliance by the data importer with all the other safeguards under
these Clauses, in particular purpose limitation.

ETE— S ERELAUBEFHRR T BFAMEFIRERI A L MAREHE R AR, LHI B ARHERR.

8.9. Documentation and compliance

XHEMEHR

(a) The data importer shall promptly and adequately deal with enquiries from the data exporter that relate
to the processing under these Clauses.

BEFHRW T FERIR, o MERIE B FHER H 7712 H A AR T BRI A BIRIRAR.

(b) The Parties shall be able to demonstrate compliance with these Clauses. In particular, the data
importer shall keep appropriate documentation on the processing activities carried out on behalf of
the data exporter.

EHEREPRAGRIVES. LEE BERUTEREARAREHRHTETRIESSNEERE.

(c) The data importer shall make available to the data exporter all information necessary to demonstrate
compliance with the obligations set out in these Clauses and at the data exporter’s request, allow for
and contribute to audits of the processing activities covered by these Clauses, at reasonable intervals
or if there are indications of noncompliance. In deciding on a review or audit, the data exporter may
take into account relevant certifications held by the data importer.
EREMNERRRIAPRRBERNE LT, BEFZRFEREFRETIRUAMELENER UEHE
BFAERPRENTES, LEEFREHANER THLHIERNERTEENRIZEBETER. TR
EFEEHFE, BFRES T UEEEFHEN A HHRIERRE.

(d) The data exporter may choose to conduct the audit by itself or mandate an independent auditor.
Audits may include inspections at the premises or physical facilities of the data importer and shall,
where appropriate, be carried out with reasonable notice.

BREH A EEBITEITE, BETBIEAMETE. B e @ EEEFRR RIS B ERR
BEEE, WEMIGESIZM@A T ET,

(e) The Parties shall make the information referred to in paragraphs (b) and (c), including the results of any
audits, available to the competent supervisory authority on request.

BN ERBE KA T ERERBREO)M(C)KRILLRI AR, BREEAEHER.

Clause 9

LR S

Use of sub-processors

RIREFBRIETGRIER

(a) The data importer has the data exporter’s general authorisation for the engagement of sub-
processor(s) from an agreed list. The data importer shall specifically inform the data exporter in writing
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(b)

(c)

(d)

(e)

of any intended changes to that list through the addition or replacement of sub-processors at least 30
days in advance, thereby giving the data exporter sufficient time to be able to object to such changes
prior to the engagement of the sub-processor(s). The data importer shall provide the data exporter
with the information necessary to enable the data exporter to exercise its right to object.
BRI ERRE A —MRAE, It ERNEEPEARREMEER., IREEEBBINEER
RIREFERIZAMHAZFEEITENR, BRI EEDRFIS0ORUEEH A BEEMEFERL A, #HmE
BERERH A A ZANEBEERARREFRIER A B ILEER. B EERER R A IREET
EREEMENENR.

Where the data importer engages a sub-processor to carry out specific processing activities (on
behalf of the data exporter), it shall do so by way of a written contract that provides for, in substance,
the same data protection obligations as those binding the data importer under these Clauses,
including in terms of third-party beneficiary rights for data subjects. The Parties agree that, by
complying with this Clause, the data importer fulfils its obligations under Clause 8.8. The data importer
shall ensure that the sub-processor complies with the obligations to which the data importer is
subject pursuant to these Clauses.

MREFHEW S FEFRREFRIER (RREMRL ) ETHENRIEES, AEETIIERSRET &
AREEEE LRE T BREMBREAEAERTHENEMRERS BREERERNE=TYE A SR
#., HRE BBETAER BFHEWHEIT T HESSSETHHEE. BEFHEN A ERARLREFIERE
BT EFHER A IRIEAMER TR ES.

The data importer shall provide, at the data exporter’s request, a copy of such a sub-processor
agreement and any subsequent amendments to the data exporter. To the extent necessary to protect
business secrets or other confidential information, including personal data, the data importer may
redact the text of the agreement prior to sharing a copy.

BRI EARBRESRE AEKR, MEPHRH R EZEXREFREBGE R EIREETHE
X, EREFENBSREMBRBER (BREAAER) HNLZEHEER, BERHEWSTES ZEIRZAIHTE
MAETHRER

The data importer shall remain fully responsible to the data exporter for the performance of the sub-
processor’s obligations under its contract with the data importer. The data importer shall notify the
data exporter of any failure by the sub-processor to fulfil its obligations under that contract.
ARREFRIZMBEITHREFZEWACENERIATES BFRENEREREHRERNET &
PHEW A B RIRE R BRI RGBT HEEZ S BETHERBEME R A .

The data importer shall agree a third-party beneficiary clause with the sub-processor whereby — in the
event the data importer has factually disappeared, ceased to exist in law or has become insolvent —
the data exporter shall have the right to terminate the sub-processor contract and to instruct the sub-
processor to erase or return the personal data.

BFRBRAEAXRREMRESENE = TZRAGR DEERUNHIEELEFREX. LR LTER
ESCKEENERLT, BEFREAERER ERREFRER SR LERRREFEREmBEREFEEA
E#t,

Clause 10
#10 1%

Data subject rights
SR IR

(a)

(b)

The data importer shall promptly notify the data exporter of any request it has received from a data
subject. It shall not respond to that request itself unless it has been authorised to do so by the data
exporter.

BRGNS ELEI Rt AR EREENEAFERBMESRE . RIEEGEREHEE TRITRST
BATEERZES K.

The data importer shall assist the data exporter in fulfilling its obligations to respond to data subjects’
requests for the exercise of their rights under Regulation (EU) 2016/679. In this regard, the Parties shall
set out in Annex Il the appropriate technical and organisational measures, taking into account the
nature of the processing, by which the assistance shall be provided, as well as the scope and the
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extent of the assistance required.

BRBWAERBEFRE A BITEES, HEMIRRE (B3 2016/67958(&FI1TEEAEF A Z K IF H
EfE. FEEHE. EHEEMEFITREEEVRMINERER RESZEEENUHE. BBTIEERRER
B, LR EHBIEEFIREE.

(c) Infulfilling its obligations under paragraphs (a) and (b), the data importer shall comply with the
instructions from the data exporter.

EET(a)FM(b)FRRERI RS, BEFHENK T BEFEF R ER.

Clause 11

ERIR:S

Redress

fARUE

(a) The data importer shall inform data subjects in a transparent and easily accessible format, through
individual notice or on its website, of a contact point authorised to handle complaints. It shall deal
promptly with any complaints it receives from a data subject. £
Bk R B E R B EEL, MUEHMESERNTR, SMEFERREREIREFNBHREE.
H PR ERIRIE B # BB E BT R

(b) In case of a dispute between a data subject and one of the Parties as regards compliance with these
Clauses, that Party shall use its best efforts to resolve the issue amicably in a timely fashion. The
Parties shall keep each other informed about such disputes and, where appropriate, cooperate in
resolving them.

MREFHERAE P —NEEFAERNAREFE ZNEERAS HURLFHEARE. EHEHEE
BPMMEFER TEREIFRRLEFE

(c) Where the data subject invokes a third-party beneficiary right pursuant to Clause 3, the data importer
shall accept the decision of the data subject to:

IMREBFTERBEIMERSIFE =TT HEZEE, BRI BEZIEMERRE

i. lodge a complaint with the supervisory authority in the Member State of his/her habitual
residence or place of work, or the competent supervisory authority pursuant to Clause 13;

) E B H B A TAE BRI 8 BB BB EURIR B 13 E N T EEEMABIR H BER

ii.  refer the dispute to the competent courts within the meaning of Clause 18.
PRI R IBIEATIEN EE AR,
(d) The Parties accept that the data subject may be represented by a not-for-profit body, organisation or

association under the conditions set out in Article 80(1) of Regulation (EU) 2016/679.
HHRE, 7E(EEE)2016/679REAIESOMMEARERMEH T, BEXtEBa BHIEEFEE. HlsmaEk.

(e) The data importer shall abide by a decision that is binding under the applicable EU or Member State
law.

BFHRN T EE R IR E A B A B B BUAB BRI BB IR AR E.

(f) The data importer agrees that the choice made by the data subject will not prejudice his/her
substantive and procedural rights to seek remedies in accordance with applicable laws.

BEFHEEARE BFIRNEENTEIMI0RBER RS KN E B IR MAET.

Clause 12

B2

Liability

BR

(a) Each Party shall be liable to the other Party/ies for any damages it causes the other Party/ies by any
breach of these Clauses.

—HRERRAGERMIG R —EREMEEN, BEZ-HaREREEL.
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(b) The data importer shall be liable to the data subject, and the data subject shall be entitled to receive
compensation, for any material or non-material damages the data importer or its sub-processor
causes the data subject by breaching the third-party beneficiary rights under these Clauses.
HNBEFHEW O BRI EFHR IR R R AR ENE =T M2 SE M B ISR EIYER
FEMERR BFMBRTEREAIRAEERERT MEMIRAIFEEREE.

(c) Notwithstanding paragraph (b), the data exporter shall be liable to the data subject, and the data
subject shall be entitled to receive compensation, for any material or non-material damages the data
exporter or the data importer (or its subprocessor) causes the data subject by breaching the third-
party beneficiary rights under these Clauses. This is without prejudice to the liability of the data
exporter and, where the data exporter is a processor acting on behalf of a controller, to the liability of
the controller under Regulation (EU) 2016/679 or Regulation (EU) 2018/1725, as applicable.
BEBO)RARE, HNEHEREHREHEKS EHXREFEER) RAERNMERRENE=T2R
EMEEMEIRENNTAEEUSIFEEMIEE, EHRENEHEREIRAE. ETTEERREHAM
BE MREFHRE T ZAKRITHERIZES, BIRTEEHIERE (X8 2016/67958 &0zt (BXH)
2018/17255% %51 (AniEHR) EAHEMERE.

(d) The Parties agree that if the data exporter is held liable under paragraph (c) for damages caused by
the data importer (or its sub-processor), it shall be entitled to claim back from the data importer that
part of the compensation corresponding to the data importer’s responsibility for the damage.
EHRAE, MREFREHRRCOREERZNRS CERREFERIER) ERVESERERE BIEAH#
MEFHENIOTERBE RN TR E EEAHEREEE.

(e) Where more than one Party is responsible for any damage caused to the data subject as a result of a
breach of these Clauses, all responsible Parties shall be jointly and severally liable and the data subject
is entitled to bring an action in court against any of these Parties.

MR—EU LB RERAEREREM ERERIEEEFET AR AEREESLER, B#
FRARAEE EHE P —ERF S IRERA.

(f) The Parties agree that if one Party is held liable under paragraph (e), it shall be entitled to claim back
from the other Party/ies that part of the compensation corresponding to its/their responsibility for the
damage.

EHRE, MR—ARKRE)FAREL BIEFERS—HEREHBESETABEAOZIIEEME.

(g) The data importer may not invoke the conduct of a sub-processor to avoid its own liability.

BRHERA TSRS RIREFEEIE ST ARLEECHET.

Clause 13
13 5

Supervision
BEE

(a) If the data exporter is established in an EU Member State, the supervisory authority with responsibility
for ensuring compliance by the data exporter with Regulation (EU) 2016/679 as regards the data
transfer, as indicated in Annex |.C, shall act as competent supervisory authority.
IMREFHRE A MR TEAAR SR, MH.CHIEM A ERAREERE HEEFHER S miE<r(E
32)2016/67 93 & BIRI B EHABIE(F H T ER TR,

If the data exporter is not established in an EU Member State, but falls within the territorial scope of
application of Regulation (EU) 2016/679 in accordance with its Article 3(2) and has appointed a
representative pursuant to Article 27(1) of Regulation (EU) 2016/679, the supervisory authority of the
Member State in which the representative within the meaning of Article 27(1) of Regulation (EU)
2016/679 is established, as indicated in Annex I.C, shall act as competent supervisory authority.
MREFHRE AT ZERR B SRR, EARER(EER)252016/67 95 551 55 3(2) 16 8 1 Hoid8 FA i &6
B, WiRIRES2016/67RIEHIE27(N &I T —&REK, RIWMHI.CRETR, 82016/6795REHIEE27(1)1E
Frig R R EN R BN B A T ERERBITSE.

If the data exporter is not established in an EU Member State, but falls within the territorial scope of
application of Regulation (EU) 2016/679 in accordance with its Article 3(2) without however having to
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appoint a representative pursuant to Article 27(2) of Regulation (EU) 2016/679:, the supervisory
authority of one of the Member States in which the data subjects whose personal data is transferred
under these Clauses in relation to the offering of goods or services to them, or whose behaviour is
monitored, are located, as indicated in Annex I.C, shall act as competent supervisory authority.
MRERERE ST SERE R EEEMERIL, BRE (BK8) 2016/6795% A5 3(2)MRE 5 HiE A tigEs
B, EESFRE (BR) 2016/679RGHIH27(QQ)KFEENE RIMMALCKRATR, BEHERMNEATRIE
AMEFR T E ) E AR A Gt SR MR E R E A T AR ERIERY, REF RN S B E ERIBEREE

EEEHAE,

(b) The data importer agrees to submit itself to the jurisdiction of and cooperate with the competent
supervisory authority in any procedures aimed at ensuring compliance with these Clauses. In
particular, the data importer agrees to respond to enquiries, submit to audits and comply with the
measures adopted by the supervisory authority, including remedial and compensatory measures. It
shall provide the supervisory authority with written confirmation that the necessary actions have been
taken.

BERERN T REETASERRETAMERVEFTPRYEIELERBNERL B EF. FHHlE BrlE
WHREREER. B2EE. LETEREEWREBRIRNER SEEHEmMERER, HERESHBRELE
HEFERE, SRPCHERIR T LEHIITED,

SECTION Iil - LOCAL LAWS AND OBLIGATIONS IN CASE OF ACCESS BY PUBLIC
AUTHORITIES
B=EES B AR & /a2

Clause 14
£14 15

Local laws and practices affecting compliance with the Clauses

HEETARRAE AR FER

(a) The Parties warrant that they have no reason to believe that the laws and practices in the third country

of destination applicable to the processing of the personal data by the data importer, including any
requirements to disclose personal data or measures authorising access by public authorities, prevent
the data importer from fulfilling its obligations under these Clauses. This is based on the understanding
that laws and practices that respect the essence of the fundamental rights and freedoms and do not
exceed what is necessary and proportionate in a democratic society to safeguard one of the
objectives listed in Article 23(1) of Regulation (EU) 2016/679, are not in contradiction with these
Clauses.
BHRE HRFEHMAE BME-EERTEMRESREAABHOEEIES, SFEEEEAER
PR EZASREALER TR, SUBRERERNS BITAMERRENES. S2EN  BLE7
FEG, EERAMEFNFBHENAE. TETBBREMEARE (BB) $2016/6795%EFIHE23 (1) &
ol BARZ —H L MRS, HEKERE AT &,

(b) The Parties declare that in providing the warranty in paragraph (a), they have taken due account in
particular of the following elements:

SRR, TRiRf (a) RPHIRER, HEHFEFIZERTUTESR

i. the specific circumstances of the transfer, including the length of the processing chain, the
number of actors involved and the transmission channels used; intended onward transfers; the
type of recipient; the purpose of processing; the categories and format of the transferred
personal data; the economic sector in which the transfer occurs; the storage location of the data

transferred;
FERMERER SREEEMNRE. PRN2EEHENEANEREE  FEHNE—TER  FIX

AR REREN  FROEABEFZEIFRR - FEEROEEIMT  EREPNFRAE

ii.  thelaws and practices of the third country of destination— including those requiring the
disclosure of data to public authorities or authorising access by such authorities — relevant in light
of the specific circumstances of the transfer, and the applicable limitations and safeguards;

B B9 55 = B ARFES ——BREBLERKRMBUTERHBEEHSRES LB BRI EEES] ——
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HEHrERERAER, URERRIREIFIRERE

iii. any relevant contractual, technical or organisational safeguards put in place to supplement the
safeguards under these Clauses, including measures applied during transmission and to the
processing of the personal data in the country of destination.
BEAAGERTHREEBMFITEABRER. RROTARMESHBRERERE SEEEREE
shAI7E B B9 B R IR A A B LR A A9 HE IR

(c) The data importer warrants that, in carrying out the assessment under paragraph (b), it has made its
best efforts to provide the data exporter with relevant information and agrees that it will continue to
cooperate with the data exporter in ensuring compliance with these Clauses.

BRHENARE ERRO)FETHGERE, HEERABHREARHAIZEERER. L RSEERER
WA EME, ERETELEMERK.

(d) The Parties agree to document the assessment under paragraph (b) and make it available to the
competent supervisory authority on request.

EHREAF (D) TRFFEEHAER, LER R IEEERERLEL.

(e) The data importer agrees to notify the data exporter promptly if, after having agreed to these Clauses
and for the duration of the contract, it has reason to believe that it is or has become subject to laws or
practices not in line with the requirements under paragraph (a), including following a change in the laws
of the third country or a measure (such as a disclosure request) indicating an application of such laws
in practice that is not in line with the requirements in paragraph (a).
MRERBELEERZEUREESLEHIR, BEABYHFERBELLEREESIRFE(@)REKR
EEBIEGIMR, BRFEZENEESEMMLBERBZSLEBEERPVERTTE(@)RE KRR

(IETRR) . BFHERNH REILE@MEFERE T .

(f) Following a notification pursuant to paragraph (e), or if the data exporter otherwise has reason to
believe that the data importer can no longer fulfil its obligations under these Clauses, the data exporter
shall promptly identify appropriate measures (e.g. technical or organisational measures to ensure
security and confidentiality) to be adopted by the data exporter and/or data importer to address the
situation. The data exporter shall suspend the data transfer if it considers that no appropriate
safeguards for such transfer can be ensured, or if instructed by the competent supervisory authority
to do so. In this case, the data exporter shall be entitled to terminate the contract, insofar as it
concerns the processing of personal data under these Clauses. If the contract involves more than two
Parties, the data exporter may exercise this right to termination only with respect to the relevant Party,
unless the Parties have agreed otherwise. Where the contract is terminated pursuant to this Clause,
Clause 16(d) and (e) shall apply.

EARR(e )R B HBAE, BMREMBRH S AERBEEREN BEIBBITAMERTHES, BERERES
PR FETE B AR /BB FHE ) LUB S SR BEUS R EE R (NERR2MEMRE AR
HdER) . MREFREHARABEERILAGERNTEME, EIERERBNETRT, BERBREAE
HiEEFHER. EERBERT. AASRAMERTHEAEFEERE BXEREHAERLEY. IREYS
KA _ERIFERI S, BRIESBRE BEIEFHRH A EEEMERAITER LE. MR SVIRBABGERE
1b, BIFEsE M 5816(d)Fa(e)fE.

Clause 15
#15 &

Obligations of the data importer in case of access by public authorities

BRI ERBUT BRI RE

15.1. Notification
BN

(a) The data importer agrees to notify the data exporter and, where possible, the data subject promptly (if
necessary with the help of the data exporter) if it:
BEREEAREEUTER THREMERRE S, TEATENELTEMENEE (NMBELE, EEFR
HTRIE A T)
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(b)

(c)

(d)

(e)

15.2.

(a)

i. receives a legally binding request from a public authority, including judicial authorities, under the
laws of the country of destination for the disclosure of personal data transferred pursuant to
these Clauses; such notification shall include information about the personal data requested, the
requesting authority, the legal basis for the request and the response provided; or
KREBENER (BEREER) REBEAWMBIZZIEHNEFTEBENRINER, BEXREEAERTE
ABEH  ZERMNECERNITZERNEAER. REHEXRNWER. RHEKRIEREKBANETIZENE
BB ;3

ii. becomes aware of any direct access by public authorities to personal data transferred pursuant
to these Clauses in accordance with the laws of the country of destination; such notification shall
include all information available to the importer.

BRI ERRE B B R EESRAER T EROBEAEF  LHREHEBERK S T ERH
B &R,

If the data importer is prohibited from notifying the data exporter and/or the data subject under the
laws of the country of destination, the data importer agrees to use its best efforts to obtain a waiver of
the prohibition, with a view to communicating as much information as possible, as soon as possible.
The data importer agrees to document its best efforts in order to be able to demonstrate them on
request of the data exporter.

IMREFHEW A 7E BB ER TREILBMEFRE S M/EHEF TR BRNBRSREERKE HER
SR, UEERREERTVESHEN BFHRUSRERHERANS N, UEERATTERFREER
BRI A EE K,

Where permissible under the laws of the country of destination, the data importer agrees to provide
the data exporter, at regular intervals for the duration of the contract, with as much relevant
information as possible on the requests received (in particular, number of requests, type of data
requested, requesting authority/ies, whether requests have been challenged and the outcome of such
challenges, etc.).

ZERRMBENERITFFNEAT, BEFENS REESHRTHRE R L IR EE TS BN T EH
KEOHRENR (TEEFKNHE. FROEMER., HRkeE. SRkECTIERULELEERIER
%) .

The data importer agrees to preserve the information pursuant to paragraphs (a) to (c) for the duration
of the contract and make it available to the competent supervisory authority on request.

BERENA REESVHRREE()ECORMWRERFRENER, LRBEXATERERBIRMELE
B

Paragraphs (a) to (c) are without prejudice to the obligation of the data importer pursuant to Clause
14(e) and Clause 16 to inform the data exporter promptly where it is unable to comply with these
Clauses.

B(a) E(C)RPHEERHE W A IREFE14(e) R BIIREH R E FAMEREF NI B A B RHE W 95T

Review of legality and data minimisation

e AMMERRIVMENEE

The data importer agrees to review the legality of the request for disclosure, in particular whether it
remains within the powers granted to the requesting public authority, and to challenge the request if,
after careful assessment, it concludes that there are reasonable grounds to consider that the request
is unlawful under the laws of the country of destination, applicable obligations under international law
and principles of international comity. The data importer shall, under the same conditions, pursue
possibilities of appeal. When challenging a request, the data importer shall seek interim measures with
a view to suspending the effects of the request until the competent judicial authority has decided on
its merits. It shall not disclose the personal data requested until required to do so under the applicable
procedural rules. These requirements are without prejudice to the obligations of the data importer
under Clause 14(e).

BERBERAREENEEREFKNEENE FIRBRREERHBROBITER KRR TR NEER,
I B RGBT AR, MRRAESERIEMRZ ARG B BEMER. BREREERNEHNBEEREZR
RR, EEBREIRER, BIEHEFARREHER. BN BERSMNERL TSR RO, EHH
K ERRR, BRHRWOESKERREEE MEIETEREZERBHERILREZFTF ILFFROY
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(b)

(c)

B EERNEXRANERKETE 28, ENEFEZEMEROEAER. SEZRTTEERRWAES4()
&R T RIS,

The data importer agrees to document its legal assessment and any challenge to the request for
disclosure and, to the extent permissible under the laws of the country of destination, make the
documentation available to the data exporter. It shall also make it available to the competent
supervisory authority on request.

BERENS RECHLEAFFENERBFRNEAER TEBMBIZRITANERR, mEFRES
REZEOE, HEERRE kM EEE SRIBIR AL .

The data importer agrees to provide the minimum amount of information permissible when responding

to a request for disclosure, based on a reasonable interpretation of the request.

BFHEN T AEERBEEFRKE RBEHRKNEGERE REUETHNREHENENR.

SECTION IV — FINAL PROVISIONS
BIIEE S RIS

Clause 16

216 &

Non-compliance with the Clauses and termination

B FHERIRFE L

(a) The data importer shall promptly inform the data exporter if it is unable to comply with these Clauses,
for whatever reason.

MR ERHELRS AEARREAETELMER FEHIR@ERERE 7.

(b) Inthe event that the data importer is in breach of these Clauses or unable to comply with these
Clauses, the data exporter shall suspend the transfer of personal data to the data importer until
compliance is again ensured or the contract is terminated. This is without prejudice to Clause 14(f).
MREFHEW T ERAEREBE ZETFAMGR, BRRHSEYEFEREHEK S EREAEN, BEEBXE
RERBELIE L., EXTHEBIAENRE.

(c) The data exporter shall be entitled to terminate the contract, insofar as it concerns the processing of

personal data under these Clauses, where:

TS RAGERR T EABRRERE BRREABEEUTERRKLESY, EPaE:

i. the data exporter has suspended the transfer of personal data to the data importer pursuant to
paragraph (b) and compliance with these Clauses is not restored within a reasonable time and in
any event within one month of suspension;

B A REB(O)REERERERAEREAER, LEASERER BEHRNAELEE—ER
A, RBREEAERAESF.

ii. the data importer is in substantial or persistent breach of these Clauses; or
BRI B E SRHEE R AR 3L

iii. the data importer fails to comply with a binding decision of a competent court or supervisory
authority regarding its obligations under these Clauses.

BFHREIREET T EFRSE BRI A EAGERE T RS FHNEFHRDARE.

In these cases, it shall inform the competent supervisory authority of such noncompliance. Where the
contract involves more than two Parties, the data exporter may exercise this right to termination only
with respect to the relevant Party, unless the Parties have agreed otherwise.

EELERT, BFLENEFHLUEBMNITEERE. MREYLEMEN LT, BRIESENE
LRIFE PR 7 e ERI A 1T LA,
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(d) Personal data that has been transferred prior to the termination of the contract pursuant to paragraph

(c) shall at the choice of the data exporter immediately be returned to the data exporter or deleted in
its entirety. The same shall apply to any copies of the data. The data importer shall certify the deletion
of the data to the data exporter. Until the data is deleted or returned, the data importer shall continue
to ensure compliance with these Clauses. In case of local laws applicable to the data importer that
prohibit the return or deletion of the transferred personal data, the data importer warrants that it will
continue to ensure compliance with these Clauses and will only process the data to the extent and for
as long as required under that local law.
RIR(C)RESLHL LRI EEHREABR, FEARBREFR L 7 80:E 12 1 AEFER E PR H s 2 Mk,
ERKEANREFEMEIAR, BERHERAEMELRD AEPFEHTRER. EERERRESE R, &
PHE ) FEHEERERB T E SR, MRBEATEMZERSNEMEZEZ L FEIMEREROBEAZR B
BRI RESEERAETAER LEEEMEEHENHEEMYIRAERIZELEF.

(e) Either Party may revoke its agreement to be bound by these Clauses where (i) the European
Commission adopts a decision pursuant to Article 45(3) of Regulation (EU) 2016/679 that covers the
transfer of personal data to which these Clauses apply; or (ii) Regulation (EU) 2016/679 becomes part
of the legal framework of the country to which the personal data is transferred. This is without
prejudice to other obligations applying to the processing in question under Regulation (EU) 2016/679.
EUTERT, RA—HHEBEESAERNRIAE « () MR Z S = RIK(EEE)2016/6795% & HIEH
453N BB —IHAE, HAEBRANAERTERNEAEREER © 3(i) (BK82)2016/6795% &6k A E A
EFHER B O EARIESRRN—E85, ST ERR(EEE)2016/6795R & AR IZR H .

Clause 17
ERVA:S

Governing law

HREE

These Clauses shall be governed by the law of the EU Member State in which the data exporter is
established. Where such law does not allow for third-party beneficiary rights, they shall be governed by the
law of another EU Member State that does allow for third-party beneficiary rights. The Parties agree that this
shall be the law of Germany.

AMEREZEFRU A FENKBER BB EZREE, NRZMBRBBEEBEANHE=HZRMHE, AIEZTHE
= HERENS—EAREARSENERERE. EHRSERARBEER.

Clause 18
%18 &

Choice of forum and jurisdiction

BB EEE

(a) Any dispute arising from these Clauses shall be resolved by the courts of an EU Member State.
FRAMERTR 5 | ECAY T ] 35 FE P BN 3R Ak B B A E e sk 1R R

(b) The Parties agree that those shall be the courts of Germany.
®HRAE, REREARBEIER.

(c) A data subject may also bring legal proceedings against the data exporter and/or data importer before
the courts of the Member State in which he/she has his/her habitual residence.

B TR AT LIRS R B A5 8 BUARTE B FHRH ) F1/3 B FHE IO IREA AR AR,

(d) The Parties agree to submit themselves to the jurisdiction of such courts.
Y HREESHUEERNEE,
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Execution Page & H

Signed as an agreement - FUARRFEE

Executed on behalf of WiseTech Global (Taiwan) Limited (WiseTech Taiwan ) by:
HUATF A ERE S EER BRI A RA R (SIS E:

sl

Signature of authorized signatory ###E % 7 N3 7

%% Andrew Cartledge

Name of authorized signatory (print) %7 A4 FE CENRIEE)

REA
Job title (print) BifE CENRI#L

Execution date %7 H #

Declaration by the Customer’s signatories to this document

EFBAAEZEY

By signing this document, each authorized signatory, director or company secretary of the Customer represents

and warrants that they have read this document, are a duly authorized representative of the Customer with full

power and authority individually (in the case of a single signatory) or jointly (in the case of two signatories) to

execute this document and bind the Customer to the terms of this document.

R AW R R P T RRIER TN, HERA AR RLRE R A R E, ATEE (o — A%E) SJLRE
(W NFEE) ERERE P T BEB AT, WA E M & P 7 LR .

Executed by Well Come Transportation Co., Ltd. (Customer) by: £ L) TEEMZHERKBARAT (FH) WHETFAFKE:

its first or only authorized signatory/director: 5§ —5& its second authorized signatory/director (if required):
ME—HER B TR/ FBoRMEFETRE ) EF AT .

Signature # % Signature % %

B fE R

Name (print) %4 CEDRIEE) Name (print) &4 CEDJlHE)

REA

Job title (print) BfE CENRIEE Job title (print) B CELRIEED

Execution date % H 1t Execution date %7~ H
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ANNEX |
PEfF |

A. LIST OF PARTIES
w7

Data exporter
Borlim
The data exporter is:

PR R

The Customer as defined, which is an entity that wishes to obtain software solutions and related services
from the data importer and the provision and receipt of such services may involve processing personal data
relating to data subjects in the European Union. The data exporter is the data controller.

EF, DALEHEFRENESTRERATENHEERSNER MESLRBGIRMAFZEZBEP IS RRIEHR
EMERRNEHTRAENEAER. BFRETZEFHEHE.

Data importer
BRHRCE

The data importer is:

BORHRICH 17

WiseTech Taiwan as defined, a company that provides software solutions and related services to its
customers. The data importer is the data processor.

WiseTech Taiwan 2 —RAHEEZFIRAMERANRMERBRBNAR., BFZEH T EHRIEE.

B. DESCRIPTION OF TRANSFER
Vi lNEL

Data subjects

REEEA

The personal data transferred concern the following categories of data subjects (please specify):

kNGRS IR BRE N GEREARRR YD

e Customers

E 9

e Potential Customers
R
e Subscribers

sl FHE

e Employees
AT

e Suppliers
HLIERS

e Authorised Agents
FHEACE

e Contact Persons

EUN

o Other: (Please specify) N/A
HAth:  GGEREARRRAHD AN
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Categories of data

gkt

The personal data transferred concern the following categories of data:
k2 NER LTI 2 SR E RN GEREAIEYD

e Personal Master Data (Key Personal Data)

FEENE R CEZMEAZRD
e Contact Data
s OB
e Key Contract Data (Contractual/Legal Relationships, Contractual or Product Interest)

HERE AR CGREIFEARIR, R SUE A7)

e Customer History

9N d

e Contract Billing and Payments Data
TKI B BT KR

¢ Disclosed Information (from third parties, e.g. Credit Reference Agencies or from Public Directories.
AFEI CEPRE=T7, lanfE FIE i s A 080D

e Other: (Please specify) N/A
HAth:  (GEFEANERIA) it A

Frequency of the Transfer

HERAVIRER

Data is transferred on an ongoing and continuous basis.

BFEERHRER.

Nature and Purpose of the Processing operations

RIFEBMMERAN

As set forth in the System Maintenance Agreement and the System Leasing Agreementbetween the
parties, as well as any appendices thereto.

mEER 2 E CRITHEEET) A CRIEEA &) REEMMERAL.

The period for which the personal data will be retained, or, if that is not possible, the criteria used to
determine that period

BARFNORERR, WRELFETE RIAREEXIIRAEANIRE

Unless an alternate period is required by applicable local law or regulation, upon the earlier of: 1) the
scheduled tear down of the applicable database(s) as a result of termination of the Maintenance and
License Agreement and the Product and Services Agreement; or 2) the data exporter providing written
confirmation to the data importer that the data exporter(s) no longer requires the data to be retained.
MRIEEANEMARBUERER—ESREIR, [RILTREREEAHE, 1) BN EERNRESH) UR (EM
MBHIHE) R MEERNEHEEITEENIRG 302 BRRETAEFHEN HIZMEEmER, SRE&RH
HTABREREEH.

WTG Taiwan — DPA - V22.03 page 19 of 30



Il 1 wisetech
! gIObCII 11 July 2023

For transfers to (sub-)processors, also specify subject matter, nature and duration of the processing

HVERGE (KR REE LERVRBHEE. HEAIR

As set forth in the System Maintenance and License Agreement or the System Leasing Agreement between
the parties, as well as any appendices thereto.

mEHZEH CRIEHEEK) M CRIEEREH) REMEMMERREN.

C. COMPETENT SUPERVISORY AUTHORITY
ZEEERE

Identify the competent supervisory authority/ies in accordance with Clause 13:
RIREE 13 IREEMN T EREHAE

The Hamburg Commissioner for Data Protection and Freedom of Information

EEEFREBENETBRES
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ANNEX II
pif 11

Technical and organisational measures including technical and organisation measures to ensure the security
of the data.
AT, SEEAREMR 2 IRIRIEMREE.

Description of the technical and organisational security measures implemented by the data importer:

RN BEFHRE O RS MAE SRR 2

(a) Confidentiality (Article 32 Paragraph 1Point b GDPR)
BB (GDPRE32{EEIEEDRR)

Physical Access Control

W ERAF B A Al

No unauthorised access to Data Processing Facilities, e.g.: magnetic or chip cards, keys, electronic
door openers, facility security services and/or entrance security staff, alarm systems, video/CCTV
Systems

REHREATI G RUEEM, Gl BREGR AR, M, |, SOt e REs L /EA DR
ENR, BIRARS, W/ ER RS

Electronic Access Control

B AR

No unauthorised use of the Data Processing and Data Storage Systems, e.g.: (secure) passwords,

automatic blocking/locking mechanisms, two-factor authentication, encryption of data

carriers/storage media

RIS IEAHE AR R B S AR AR R0, Bl (224 %05, B EhPEE/$e s, &
o, BRI A

Internal Access Control (permissions for user rights of access to and amendment of data)

NP A o FH A B A2 SO R R )

No unauthorised Reading, Copying, Changes or Deletions of Data within the system, e.g. rights
authorisation concept, need-based rights of access, logging of system access events
RACIRHEAT IS RN, W5, SRR, Blin. REMS, IR RAHER A
WOHERR, ARSI 2 Bl o5

Isolation Control
I A2 i)

The isolated Processing of Data, which is collected for differing purposes, e.g. multiple Client
support, sandboxing;

HE H AR 2 BBV BT &7 LARGEE, Blin: SR P umscRr, DA

Pseudonymisation (Article 32 Paragraph 1 Point a GDPR; Article 25 Paragraph 1 GDPR)
Ak (GDPRHE32MKH1IHE azk; GDPRH5 254K H517H)

The processing of personal data in such a method/way, that the data cannot be associated with a
specific Data Subject without the assistance of additional Information, provided that this
additional information is stored separately, and is subject to appropriate technical and
organisational measures.

PR T7 32/ 77 AOR BLOE N R, DG AN Gl BB T, R Bk e R S ARG, T
ZyrZ S I AR BB A7, U T O 2 BT b e A A L

(b) Integrity (Article 32 Paragraph 1Point b GDPR)
#EMY (GDPREEI2{EEETHEDRK)
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e Data Transfer Control

BB IA A

No unauthorised Reading, Copying, Changes or Deletions of Data with electronic transfer or

transport, e.g.: Encryption, Virtual Private Networks (VPN), electronic signature; and

REEIRAEAFE T B TR e 7 AR, E, S aliir gkl Bilin. hnes, MR A48
(VPND , FEFaE; K

e Data Entry Control
R B S

Verification, whether and by whom personal data is entered into a Data Processing System, is
changed or deleted, e.g.: Logging, Document Management.

Wk, SRR TR N R I N 22 R B R S e T AP N B T IR, il n . WRAC B
SR

(c) Availability and Resilience (Article 32 Paragraph 1Point b GDPR)
AT AMEE{E ) (GDPRE32{EEIIEEDbRR)

e Availability Control
AT P )

Prevention of accidental or wilful destruction or loss, e.g.: Backup Strategy (online/offline; on-
site/off-site), Uninterruptible Power Supply (UPS), virus protection, firewall, reporting procedures
and contingency planning; and

Pk A e B EGE g, . A5 SR AR L/BRARIUG/AREUS) . AETEMERS (UPS)
WGRTHE, PO, B KESE K

e Rapid Recovery (Article 32 Paragraph 1Point ¢ GDPR) (Article 32 Paragraph 1 Point ¢ GDPR). &Rl
HIKIE (GDPREI2MEHHN )  (GDPREEI2MREEVALICEL) .

(d) Procedures for regular testing, assessment and evaluation (Article 32 Paragraph 1Point d GDPR;
Article 25 Paragraph 1 GDPR)
EHAER, FERTFH/ZER (GDPREI2EFIIEF IR ; GDPREFE25(EEHE1E)

e Data Protection Management;
PR R B
e Incident Response Management;

A

o Data Protection by Design and Default (Article 25 Paragraph 2 GDPR); and
RETELTER 2 BWRMRE (GDPREE25M4EE2IH) 5 M

e Order or Contract Control.

A B AR

e No third party data processing as per Article 28 GDPR without corresponding instructions from
the Client, e.g.: clear and unambiguous contractual arrangements, formalised Order Management,
strict controls on the selection of the Service Provider, duty of pre-evaluation, supervisory follow-
up checks.

REEZ FIRR, AMIUKGDPRES 28R IEAT 1o /0 i iy BORL R BAT £, fltn. TR 2 HWIEZ R240495€, £
AUELEE, BRI IR PR E B, TASHME ZHAE, RERERE.

(e) Security measures
TEHE

i. Data importer/sub-processor has implemented and shall maintain a security program in
accordance with industry standards.
AEHWMAE/RENEEEREXEFRFEERTIHEEEHERZ2FHE,

i. More specifically, data importer/sub-processor’s security program shall include:

BieS 2, BHWAZ/REMEEAZREMERELE
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Access Control of Processing Areas

BRI 2 A

Data importer/sub-processor implements suitable measures in order to prevent unauthorised
persons from gaining access to the data processing equipment (namely telephones, database
and application servers and related hardware) where the personal data are processed or used,
including:

ORHI N ROR B P AT B i, DAR S AR A HE N SR RO B B P (0 N DR 2 R i PR
i OFRITERS, WORHE, IR AR & S ARR AERE ) , 55 n e

e Establishing security areas;
fERVA G o R

e Protection and restriction of access paths;

o o B A2 BB

o Establishing access authorisations for employees and third parties, including the respective
documentation;

ST B T B0 7 MR LA R AR, RIS R R R S

e All access to the data centre where personal data are hosted is logged, monitored, and
tracked; and

P AN R RO 2 A U RO R, Baf it K&

e The data centre where personal data are hosted is secured by a security alarm system, and
other appropriate security measures.
AR N R R 0 32 B R 42 B R A0 S LA I8 & 22 A i 2 DR

Access Control to Data Processing Systems

BRRE RS IR E

Data importer/sub-processor implements suitable measures to prevent their data processing
systems from being used by unauthorised persons, including:

FORH N IR B BT I B 180, DA St BRI B R ST R AR N BT, B

e Use of adequate encryption technologies;
8 FH 3 2 s BT

o Identification of the terminal and/or the terminal user to the data importer/sub-processor and
processing systems;

AT R N 3 IR SR i B R B AR A R i s i B B S A

e Automatic temporary lock-out of user terminal if left idle, identification and password required
to reopen;

il P A s A LIRS E B RS E S, R AR SR S R R A RE LR

e Automatic temporary lock-out of the user ID when several erroneous passwords are entered,
log file of events, monitoring of break-in-attempts (alerts); and
TN TGS E TR, BBV RSUE & M IR, FFMEME S, B ARME CF
5 K

e All access to data content is logged, monitored, and tracked.

A IE RN A RCsk, Bifs KB,

Access Control to Use Specific Areas of Data Processing Systems

BRI R G B IR E

Data importer/sub-processor commits that the persons entitled to use their data processing
system are only able to access the data within the scope and to the extent covered by their
respective access permission (authorisation) and that personal data cannot be read, copied or
modified or removed without authorisation. This shall be accomplished by various measures
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including:
LR N IR R R B ARG R R ORI B R ST (BRI B ORE (B AL $IE N A7
Bk, HARANBRORASIAEAG I, W, Hoei k. Z2Kal L S a2 it s, fi

e Employee policies and training in respect of each employee’s access rights to the personal
data;
I8 7 & TAFHUE N BRHERR 2 8 Ty A L EE ISk

e Monitoring capability in respect of individuals who delete, add or modify the personal data;

BN SR, g, HEfE AR R

e Release of data only to authorised persons, including allocation of differentiated access rights
and roles; and

IR BB R, B IRRCE R A URERR S (s I

e Use of adequate encryption technologies; and control of files, controlled and documented
destruction of data.
I E 2 IR, MR REE, WREHESR B B A 8%,

Availability Control
Gk i1

Data importer/sub-processor implements suitable measures to ensure that personal data are
protected from accidental destruction or loss, including:

BORH N IR R B BT I B 10, DUREOR AN R 32 3 R0 G s AN BB BUE 2%, B0

e Infrastructure redundancy; and

SRR itk K

e Backup is stored at an alternative site and available for restore in case of failure of the primary
system.
M EORREAT SO GEAE, 00 B R G AT T [ 1R

Transmission Control

Mg

Data importer/sub-processor implements suitable measures to prevent the personal data from
being read, copied, altered or deleted by unauthorised parties during the transmission thereof or
during the transport of the data media. This is accomplished by various measures including:
PORH A IR B ST I 180, AR S8 N SR i e vh sl e s i v,
RECHZHEN BRI, MY, S aliibR. 5% HARIE DL Rzl iiE ik, a

e Use of adequate firewall, VPN and encryption technologies to protect the gateways and
pipelines through which the data travels; and
I8 E 2 B O, VPN, IEEHk, R OReE R IR 2 T8 S kA I

e As far as possible, all data transmissions are logged, monitored and tracked.

FATAEM AT SR, AR SO HERT A AR

Input Control

WAZE

Data importer/sub-processor implements suitable input control measures, including:

BORHI N R B T8 5 i AR, 6

e An authorisation policy for the input, reading, alteration and deletion of data;
SR BN, FRER, 8T KRR AT E SR

e Authentication of the authorised personnel;
BACEHEN B HEAT 5 03 Bt
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e Protective measures for the data input into memory, as well as for the reading, alteration and
deletion of stored data;

PORH N AU, LRI S LB P Ay R B e T

o Utilisation of unique authentication credentials or codes (passwords);

A 2 5 e ISR B CRRS)

e Providing that entries to data processing facilities (the rooms housing the computer hardware
and related equipment) are kept locked;

PORHE B A (A7 T R PR e S AR Bl e 2 B D N 1 BB IRy 8

e Automatic log-off of user sessions that have not been used for a substantial period of time;

BN B R A%, (&R At

e Proof established within data importer/sub-processor’s organization of the input
authorisation; and

RORHI N [CEORE R B A A N 2 o N SR A W .

e Electronic recording of entries.

i N\ BORHRF A R AL 3%

Separation of Processing for different Purposes

KRB H A2 g2

Data importer/sub-processor implements suitable measures to ensure that data collected for
different purposes can be processed separately, including:

BRI (B R B BT I B 150, WEORIEF AR H e 2 BRI e 5 7y PR 2, 45 ¢

e Access to data is separated through application security for the appropriate users;

B U 3 P 7 M1 ) 1 P 2 2 R s e it AR B

e Modules within the data importer/sub-processor’s data base separate which data is used for
which purpose, i.e. by functionality and function;
DA RHI N3 [ IOR i PR R R N A, B RR A R H R, R RIR I Zhe i R D s in PALE

b

e At the database level, data is stored in separate databases for each customer with credentials
that only access individual databases; and

JRE RV, AR R R AAEA R R T, B RIS R R I — Bk K&

¢ Interfaces, batch processes and reports are designed for only specific purposes and functions,
so data collected for specific purposes is processed separately.
SV, R R B EETARE B W LI AT R, Ik, BEAREE H AR BORME DL B
JEFE

Documentation

BELS -3

Data importer/sub-processor will keep documentation of technical and organizational measures
in case of audits and for the conservation of evidence. Data importer/sub-processor shall take
reasonable steps to ensure that persons employed by it, and other persons at the place of work
concerned, are aware of and comply with the technical and organizational measures set forth in
this Appendix 2.

PORHI N R B R B A BT b A R R AR, LR AR IR OR AT . ORI A K
PORLE B PRI A BEAE 2, WEORILPTIS I N B KM B ARG I FAt N B B A A B 8% — 1 35eih7 b &%
AR LA PTRR A E A
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Monitoring

Xt

Data importer/sub-processor shall implement suitable measures to monitor access restrictions
to data importer/sub-processor’'s system administrators and to ensure that they act in
accordance with instructions received. This is accomplished by various measures including:
ORI (AR L AT B T I, B ORI N AR P R B B 2 AR,
MECR RHUE PR IR PIT 238178 . RZ HARIE LSR8 I i, . ZH DR 2 itiE s, 4

Individual appointment of system administrators;

TERFEIRA ) RS E B

Adoption of suitable measures to register system administrators' access logs to the
infrastructure and keep them secure, accurate and unmodified for at least six months;

PRI B 1 R s R A0 I BAF ORI SO WUER, WRERGZSF AR 224, 1L, REH Gz
INAE R

Yearly audits of system administrators’ activity to assess compliance with assigned tasks, the
instructions received by the data importer/sub-processor and applicable laws;
FEEERGUE BB 2T, USHERSUE B B TRIETEIRC TAE, B BRI [ R
BRI R AR S R K

Keeping an updated list with system administrators’ identification details (e.g. name, surname,
function or organizational area) and tasks assigned and providing it promptly to data exporter
upon request.

PR RS BB 2 IRGEAN G A4 B (lankds, B4, DhegsaHakimIRas) , DLAPHRIRZ T
B, b BORHE 2 BRI, RIRRR M2 .
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ANNEX il
pEfE 11

List of Sub-Processors
RiBBEFIERIE R BE
The controller has authorised the use of the following sub-processors:

FEH B RREFER LT RIRE FERIER
e WiseTech Global Limited and all affiliates
WiseTech Global Limited & E 7 A ki BAsHE

e  Microsoft Inc. and affiliates
Microsoft Inc. & Hff EiiE

e Cisco Systems Inc. and affiliates
Cisco Systems Inc. & H i EHEAE

e Tenable Inc. and affiliates

Tenable Inc. & H i Bi%HE

e Click Studios (SA) Pty Ltd and affiliates
Click Studios (SA) Pty Ltd R BHHE

Description of processing (including a clear delimitation of responsibilities in case several sub-processors are
authorised):

HEIZBENHL (BREERETETRREFRIE/REL T HEEMBEESSD)

Processing on behalf of WTG in accordance with the MLA and prevailing privacy and data protection laws and
regulation.

RER MLA FNIRITESAFIEFHREABERAR WTG SEITRRE,
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ANNEX IV
715 IV

TAIWAN DATA PROCESSING REQUIREMENTS
G ERE A

This annuxure applies to Customers who are domiciled in Taiwan or who are not domiciled in Taiwan but
make use of automatic or non-automatic means in Taiwan to process Personal Data. In terms of the System
Maitenence Agreement or System Leasing Agreement, the Customer (as the Data Exporter) may be
required to transfer Personal Data to WTG entities (as the Data Importer), which entities may be situated
outside of Taiwan in order to, amongst other things, carry out the services in terms of the MLA or PSA.
AR AE LR GRS E mefﬂuﬁﬁﬂ b3k B LT e ST A B RR R &
e BEMLA K PSA TS - &5 (FERERHERIE ) AR AURHE A ZRHE S T (L SR NG WTG SEE A E]
(fERERmAE) -~ BLUET é’a%%é‘%ﬁiﬁzgﬂﬁﬁﬁﬁAZ’JH&&IW@*@E%%E_

In order to ensure adequate safeguards for the cross-border transfer of the Personal Data in accordance
with the provisions of the PDPA, the Parties agree that the Customer shall be entitled to transfer Personal
Data to WiseTech Taiwan, and WiseTech Taiwan shall be entitled to receive and Process the Personal Data,
subject to the terms and conditions set out in this annexure as read together with the DPA.

R IR (EEERUEERE N BB 2 ISR a2 2 EE (R - B EE AREE AR E A EN T 588
M aEES AR R B (E BRI ST A R K R ik - ELIE SR KB R (R EEL DPA A fFR
SRPFIEIfEE -

1. DEFINITIONS
EE

For the purposes of this Annexure, the following words will have the following meanings and cognate
expressions shall have corresponding meanings:

BRI HEVIS > DUTERAREEA TYIWE - HEEFTESAHERE

1.1.  “Commissioned Agency” has the same meaning as “commissioned agency” as defined in the PDPA
being a person or entity collecting, Processing, and/or using personal data under the commission or on
behalf of others

FZEtE ) ERFEEEEE - (W52t AZTEERMATEEE ~ FEH R/ SO FE AR (B B

1.2. “Data Exporter” means the Customer who processes and transfers Personal Data to the Data Importer.

TERHE L ) (RTREE R R (E A SR T B A B S

1.3. “Data Importer” means the applicable WTG entity, who receives Personal Data from the Data Exporter
for Processing in accordance with the terms of this Annexure;

Bl A ) RIS F R B Bk g E oz T PR 8 B RIWTGEEE A F]

1.4. “Data Subject” has the same meaning as “data subject” as defined in the PDPA being a natural person
whose Personal Data is collected, Processed or used;
MEEEEA ) ZERBEEEFH " EEAN ZEFRMHE  HIEHEANBREE - RE BB R
A

1.5. “Non-government Agency” has the same meaning as “non-government agency” as defined in the PDPA
being any natural person, juristic person or unincorporated association which is not a government
agency;

PIRATSHRRR ) e REEEERTEL  AISEMIRB AT Z RN ~ RS A A

1.6. “PDPA” means the Taiwan Personal Data Protection Act, including any regulations, codes of conduct,
directions, rulings or other interpretative instruments promulgated or made thereunder, as amended
from time to time;

HMEEE ) BRI EEANEMREE  BRERIEZEFTEATSEIEREMER « 7R - #55 - BURSH
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M SGE (RFASAEMIEST » DU ES A R )

1.7. “Personal Data” has the meaning of “personal data” as defined in PDPA, being information relating to a
natural person’s name, date of birth, national ID card number, passport number, appearance features,
fingerprints, marital status, family background, educational background, occupation, contact
information, financial status, social activities, and any other data that may be used to directly or
indirectly identify a natural person. For the avoidance of doubt, “Personal Data” shall include “Special
Category Personal Data”;

MEANER ) ZEREEEERE  GIEEAANZESY - BAEFEAH - BIRS DS —4mIT - BRI - 5
B F540 18I ~ E - BE ~ WEE -~ BT MBI - 1 ETEE) R HAS DUE R R T a4
ANZ &R - Rkt - TEABR ) EEE TREEAER

1.8. “Processing” or “Process” covers any operation or activity concerning Personal Data which falls within
the meaning of “processing” or “use” as defined in the PDPA, including but not limited to, the collection,
receipt, recording, organisation, collation, storage, updating, or modification, retrieval, retention,
alteration, use, disclosure, access, transfer, distribution, linking, merging, degradation, erasure or
destruction;

TERE ) BIEETEYE NERHER - BEEE AT R " EE ) 5T A mENEEEOEE) - BREERR
PRBEEE ~ Wz - BOBk - AHAR - BEEL - f(F - R HIE R OrfF - B EF - 185 - T i - 3
i~ E#EE - E0F - BAIE - MEREEER K&

1.9. “Special Category Personal Data” refers to Personal Data concerning medical history, medical
treatments, genealogy, sex life, health-check results, and criminal records.

FRHE(E B ) (RIEARRE - B - AR - MRATE - (RERE - JUSRATREZ B &Y -

2. OBLIGATIONS OF THE DATA EXPORTER AND DATA IMPORTER
B R BRI A 2B

2.1. The Data Exporter and the Data Importer agree to comply with the provisions of the PDPA in respect of
any transfer and subsequent Processing of the Personal Data, as may be applicable.

Bt L S R A [E R S A T R D i S R SR A N SR 2 HUE (IRTEUER) -

2.2. The Data Exporter and Data Importer are required to comply with all the provisions and obligations as
set out in the DPA, as read with the relevant provisions of the PDPA. For the avoidance of doubt, this
will include the provisions and obligations that make express reference to certain articles of the GDPR.
B L S B A B I ST DPARTER Z — VIR 375 - Bk SRk i s E B A T AR Rk BF
R - A ER  SEIR R F E &T SO R | GDPRESE IS I R 3675 -

2.3. In complying with these obligations, the following terms in this Annexure shall have the following
meanings in the DPA:
IETTZ SRS - AT Y EZMEEEA TYIDPAEZEZWE
2.3.1. “Personal Data” shall replace and substitute the term “personal information”;
CEAERL ) RO T EAERR ) 5
2.3.2. "Special Category Personal Data” shall replace and substitute the term “sensitive data”;

TREE B FEROREA T UM, 5

2.3.3. "Data subject” shall have the meaning as set out in this Annexure;

EEEEA EEAAN AR

2.3.4. "Non-government Agency” shall replace and substitute the term “controller”;

TIRNTEIRRE ) FERUORE TR, 3

2.3.5. “"Commissioned Agency” shall replace and substitute the term “processor”; and

TRt ) ERRRE TEREE 5 R

2.3.6. "Processing” or “Process” shall have the meaning as set out in this Annexure.

"ERH AR ATERE

WTG Taiwan — DPA - V22.03 page 29 of 30



Il 1 wisetech
! gIObCII 11 July 2023

3.  GOVERNING LAW AND JURISDICTION
RN B

3.1. This Annexure read together with the DPA shall be governed by and construed in accordance with the
laws of the Republic of China (Taiwan).

A IEEADPAGFFRIfEE - DIPHERE (58) AR AR LA -

3.2. Any dispute arising from this Annexure read together with the DPA shall be resolved by the courts in
Taiwan and the Parties agree to submit themselves to the jurisdiction of the Taiwan Taipei District
Court.

A (SADPAGFEIARE ) #42 —V)FE - HERSE AR - B ESEANGEUEERIH AR

R EREERT
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